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Abstract. Modern life is increasingly made more comfortable, efficient, and sustainable by the smart systems that surround us:
smart buildings monitor and adjust temperature levels to achieve occupant comfort while optimizing energy consumption; smart
energy grids reconfigure dynamically to make the best use of ad-hoc energy produced by a host of distributed energy producers;
smart factories can be reconfigured on the shop-floor to efficiently produce a diverse range of products. These complex systems
can only be realized by tightly integrating components in the physical space (sensors, actuators) with advanced software algo-
rithms in the cyber-space, thus creating so-called Cyber-Physical Systems (CPS). Semantic Web technologies (SWT) have seen a
natural uptake in several areas based on CPS, given that CPS are data and knowledge intensive while providing advanced func-
tionalities typical of semantics-based intelligent systems. Yet, so far, this uptake has primarily happened within the boundaries of
application domains resulting in somewhat disconnected research communities. In this paper, we take a cross-domain perspective
by synthesizing our experiences of using SWTs during the engineering and operation of CPSs in smart manufacturing, smart
buildings, and smart grids. We discuss use cases that are amenable to the use of SWTs, benefits and challenges of using these
technologies in the CPS lifecycle as well as emerging future trends. While non-exhaustive, our paper aims at opening up a dialog
between these fields and at putting the foundation for a research area on semantics in CPS.

Keywords: cyber-physical systems, Industrie4.0, smart energy networks, smart buildings, Semantic Web technologies

1. Introduction

Recent years have brought about accelerated devel-
opments in embedded networked systems such as the
Internet of Things, communication technologies and
information processing, as well as, as a side effect of
these advances, their convergence to novel, complex
systems generically referred to as Cyber-Physical Sys-
tems (CPS) [1]. CPS span the physical and cyber-world

*Corresponding author. E-mail: {first.last}@siemens.com.

by linking objects and processes from these spaces.
In a typical CPS, data are collected from the physical
world via sensors while computation resources from
the cyber-space are used to integrate and analyze the
information in order to decide on optimal feedback
processes which can be put in place by physical actu-
ators. CPS go beyond traditional engineering systems
in terms of size, complexity and dynamism. CPS have
diffused and play an increasingly important role in a
variety of (mission critical) domains and their infras-
tructures, including public transportation, energy ser-
vices, and industrial production. Therefore, CPS are at
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the forefront of several national and regional research
agendas [2, 3] and funding bodies1,2.

In terms of the information processing aspect, an
emerging concept in CPS research, and beyond, is that
of a Digital Twin (DT): the digital representation of
a physical system, which reflects the system status
thanks to data collected in real-time through sensors
across the entire life-cycle of the system. As such, the
Digital Twin consists both in a model of the system it-
self (e.g., its components and their characteristics) as
well as real-time data. Therefore, the Digital Twin re-
lies on the combination of several, heterogeneous, of-
ten dynamic data sources and should pave the way to
analytics that support advanced functionalities – thus
providing an excellent context for the use of SWTs.

Not surprisingly, the use of SWTs in settings that
bridge into the physical space, have already been in-
vestigated in the last decade, for combining sensor net-
works with the Web [4], augmenting products with se-
mantic descriptions [5], or enabling smart city infras-
tructures [6]. Since then, the application of SWTs has
been steadily increasing, focusing on entire systems
(e.g., CPS), even in mission-critical domains. How-
ever, research mainly focused within the boundaries
of concrete domains and research communities, such
as manufacturing [7, 8], electric grids [9], or build-
ings [10]. As a result, there is a lack of understand-
ing of the commonalities and differences between ap-
plying SWTs in the CSP life-cycles of these domains,
thus hampering exchange of ideas between communi-
ties, comparison of solutions and exchange of data.

With the amplified interest in CPS, this is therefore
a good time to go beyond the boundaries of domain-
focused research communities, and to reflect on com-
monalities across them, such as:

– What are domain-overarching CPS use cases
amenable for the use of SWTs?

– Which SWT capabilities can support CPS use
cases best?

– What challenges were observed when applying
SWTs in CPS life-cycle so far?

– What are future trends that will influence seman-
tic research in CPS in the next decade(s)?

In this paper, we aim to answer these questions by
taking a cross-domain view on the applications of Se-

1EUs Digital Single Market Policy on CPS, https://ec.europa.eu/
digital-single-market/en/cyber-physical-systems

2NSF Division on CPS, https://www.nsf.gov/funding/pgm_
summ.jsp?pims_id=503286&org=NSF&sel_org=NSF&from=fund

mantic Web research for CPS. To do so, we build on an
extensive study of the use of SWTs in smart manufac-
turing [7] and extend it with experiences in the areas of
smart grids and buildings gathered in Austria’s largest
Smart City Living Lab, the Aspern Smart City Initia-
tive3. Admittedly, we aim at focusing on a few key as-
pects of the topic and do not have the ambition to be
exhaustive, but rather to establish a first dialog across
researchers applying SWTs in different CPS domains.

We start with a brief introduction of the three CPS-
based application domains that informed this paper
in Section 2, then discuss topics regarding semantics-
amenable use cases, benefits and challenges of SWTs
as well as emerging future trends in Sections 3 to 5.

2. CPS in mission-critical domains

For each mission-critical domain, we discuss the no-
tion of CPS and why SWTs are promising.

2.1. Production Systems (Industry4.0)

The manufacturing sector is facing challenges such
as shorter time to market, increased product diversifi-
cation and customization, highly flexible (mass- )pro-
duction while ensuring high product quality and im-
proved production efficiency. Several initiatives aim
to address these challenges by modernizing industrial
production: Industrie 4.0 [11] in Germany, the Factory
of the Future initiative in France, and the UK [12] or
the Industrial Internet Consortium in the US.

Core to these initiatives is the focus on increased
digitization of production systems in factories and of
production processes. These digitization efforts lead to
the upgrade of traditional factories to cyber-physical
production systems (CPPS) and the digital represen-
tation of the CPPS through their digital twins.

Industrial production has several characteristics that
make it an attractive application area of Semantic Web
research. First, it is a knowledge and data intensive do-
main: the engineering of products and of the factories
that produce them rely on complex engineering knowl-
edge; large data sets are handled both during the en-
gineering (e.g, a factory may be described by tens of
thousands of signals and components) and operation
of CPPS (e.g., logs of the production process). Sec-
ond, the engineering of complex mechatronic objects,
especially production systems, is increasingly driven

3Aspern Smart City Research: https://www.ascr.at/en/

https://ec.europa.eu/digital-single-market/en/cyber-physical-systems
https://ec.europa.eu/digital-single-market/en/cyber-physical-systems
https://www.nsf.gov/funding/pgm_summ.jsp?pims_id=503286&org=NSF&sel_org=NSF&from=fund
https://www.nsf.gov/funding/pgm_summ.jsp?pims_id=503286&org=NSF&sel_org=NSF&from=fund
https://www.ascr.at/en/
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by information models that enable representing dif-
ferent aspects of the produced system [13]. To that
end, a range of IEC/ISA standard information models
are adopted during the engineering of factories. How-
ever, these standard information models lack a for-
mal semantics that would make them amenable to au-
tomated processing. Third, data exchange standards,
such as SysML and AutomationML [14], provide stan-
dardized schemas to represent engineering information
and as such address syntactic heterogeneity across en-
gineering disciplines, but again they do not address se-
mantic heterogeneity of the data encoded with them.
Therefore, challenging tasks according to [13] include:
model representation, model transformation, model in-
tegration, model consistency management, and flexible
comparison of components, as detailed in Section 3.

2.2. Energy Systems (Smart Grids)

Smart Grids, also referred to as cyber-physical en-
ergy systems (CPES) [15], are the next evolution step
of the traditional power grid and are characterized by
a bidirectional flow of information and energy [16].
A key driver of this trend is the shift towards more
sustainable energy supply by using renewable energy
resources. This fundamental change influences the
whole value creation chain in electric power systems
as well as the operation of the underlying infrastruc-
ture. In order to manage the volatile nature of renew-
ables, smart grid solutions highly depend on advanced
automation and control concepts as well as elabo-
rate information and communication technologies. The
complexity of applications offering new services, such
as demand response, load shedding and shifting [9]
is steadily increasing. Various controllers, actuators,
sensors, and measurement units connected to devices
from different stakeholders must work together with
supervisory control and management (SCADA) sys-
tems, often in heterogeneous environments [17]. Fur-
thermore, the energy markets are switching from a
consumption- to a production-oriented paradigm with
the ability for dynamic pricing and offering flexibility
as a service [18] to improve the economics and relia-
bility of the grid.

This increased complexity, heterogeneity and au-
tomation of the grid requires adequate digitization,
i.e., through digital twins. Electric digital twins could
enable planning, operation, and maintenance of grids
based on a set of information models. For instance, it
will be possible to plan how to integrate new compo-
nents and controls in the daily network operation busi-

ness considering different steps of operation, e.g., the
planning process or the daily field work. Digital twins
could also offer a solution to dealing with sensor data –
created as a side effect of decentralization and renew-
ables – which is complex to manage and exchange.

Electric digital twins enabled by SWTs are already
available for high-voltage grids because they contain
a relatively small and static number of devices. It is
therefore feasible to semantically describe these de-
vices and manage the resulting static digital twin4.
There is also an abundance of domain vocabularies
for modeling power grid information. For example, the
Common Information Model (CIM) allows describing
power system resources such as energy management
systems, SCADA systems and power system topology.
It can therefore act as a domain ontology for digital
twins in the energy sector.

In low-voltage grids, however, both the number
and diversity of devices is much higher than in high-
voltage grids thus making the application of SWTs
more desirable, but at the same time also more chal-
lenging. Therefore, medium-sized Distribution System
Operators, in charge of low-voltage grids, are still at
the beginning of mapping their infrastructure to a co-
herent electrical digital twin, and provide a promising
application area for SWTs.

2.3. Building Management (Smart Buildings)

Residential and commercial buildings are the third
main sector of final energy consumption besides indus-
try and transportation. Key to sustainability in this area
are cyber-physical systems in the form of networked
automation systems, also known as building automa-
tion systems (BAS). While BAS provide technologi-
cal means to increase energy efficiency and preserv-
ing comfort, a recent trend is the evolution of build-
ings towards so-called smart spaces, in which humans
and technology-enabled systems interact in open, con-
nected, coordinated, and intelligent ecosystems [19].

The need for information modelling and integra-
tion of heterogeneous data is present in several aspects
of smart buildings.The development of BAS over the
years led to a heterogeneous landscape of network-
ing standards, technologies and proprietary BAS so-
lutions. Deployed BAS solutions are often specialized
for a distinct field of application (i.e., trade) in a build-
ing. Therefore, it is necessary to deploy more than one

4https://new.siemens.com/global/en/products/energy/energy-
automation-and-smart-grid/electrical-digital-twin.html
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Fig. 1. Use cases amenable to the use of Semantic Web technologies in the lifecycle of a Cyber-Physical System.

technology within an installation of a single building.
These subsystems must be able to exchange informa-
tion by relying on shared data models and interfaces
(i.e., digital twins). To that end, SWTs, in particular
ontologies, are extensively used for information mod-
eling for building automation [10].

Another active area of research is the interoperabil-
ity of different BAS standards. For example, OPC Uni-
fied Architecture (OPC UA, IEC 62541) supports the
modelling of engineering and runtime data through an
object-oriented approach. For technical equipment in
buildings, also more specific models and taxonomies
are used, for example brick schema [20] or the project
haystack [21], some of which already use RDF to fa-
cilitate basic integration across standards.

The advent of the digital building and Building In-
formation Modeling (BIM) further increased the im-
portance of modelling engineering and runtime data as
well as the relation between them in a digital twin. To
that end, several industry standard data models were
developed, such as Industry Foundation Class (IFC)
or BIM. SWTs can facilitate this integrated use of
the models through techniques such as ontology-based
data integration or ontology matching.

3. Where can Semantic Web technologies help?

Based on the experiences of the authors in the three
domains, we present a (non-exhaustive) list of use

cases valid across the three domains, where the appli-
cation of SWTs is promising. Fig. 1 captures a sim-
plified view of the CPS life-cycle across two stages,
namely (1) engineering and (2) operation and mainte-
nance. In each stage, we distinguish between the phys-
ical and the digital space. The physical space covers
the concrete, material system both during CPS con-
struction (engineering) and, after commissioning, CPS
operation and maintenance. The digital space depicts
the main information models at each stage and the use
cases related to these data models.

3.1. Engineering

The engineering of a complex CPS (a smart factory,
smart building, or smart grid), is typically performed
in multi-disciplinary settings, where (engineering) ex-
perts with different expertise collaborate towards cre-
ating a Digital Model of the CPS according to which
the real-world CPS is built as part of the deployment
process. Such multi-disciplinary settings are charac-
terized by the need to support this collaborative ef-
fort towards (1) integrating heterogeneous engineering
data models into a single, complete and consistent dig-
ital model; (2) ensuring the consistency of this model;
and (3) supporting modifications of this model through
artefact reuse. Accordingly, there is an opportunity to
use SWTs to support these tasks, as follows:

Engineering model integration aims to bridge se-
mantic gaps in engineering environments between
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project participants (and their tools), who use hetero-
geneous local terminologies. The challenge is address-
ing this heterogeneity by aligning, and subsequently
integrating engineering models (e.g., ontologies), at
terminological and/or instance level. This integration
is a prerequisite for supporting the analysis, automa-
tion, and improvement of multi-disciplinary engineer-
ing processes that rely on this data. Model integration
is also necessary for creating discipline-crossing Engi-
neering Tool Networks that enable interacting appro-
priately within an engineering network covering differ-
ent engineering disciplines, engineers, and their tools.

In the area of production systems, ontology-based
data integration methods are widely used to inte-
grate engineering models [22] and, more recently,
Knowledge Graphs were proposed for addressing this
task [23]. Although there are several ontologies avail-
able for different engineering domains relevant to
smart buildings, there is a need for ensuring interop-
erability and improved interaction processes among
these different domains [24], for example by ontology
alignment [25]. To support the engineering of smart
grids, an ontology matching process is proposed to
align the Common Information Model and IEC 61850
standards [26].

Model consistency management refers to the task
of detecting defects and inconsistencies in the digi-
tal model, including models of individual engineering
disciplines as well as across interrelated models from
diverse engineering disciplines. In smart manufactur-
ing, SPARQL queries are used to check for inconsis-
tencies across engineering models integrated by us-
ing OWL [27]. The AutomationML Analyzer tool re-
lies on Linked Data principles to provide an interface
for browsing and query-based consistency checking of
integrated engineering models [28]. More recently, the
Shape Constraint Language (SHACL) is used for con-
sistency checking of engineering models [29]. In the
smart building domain, different types of models are
used, e.g., architectural models, models for technical
equipment and functional models. Several projects fo-
cus on consistency checks among different models to
guarantee a well-working BAS. Examples are: an en-
vironment for semantic rule checking of building mod-
els [30] and an ontology-based approach for confor-
mance checking in construction [31].

Flexible comparison for artifact reuse focuses
on the identification of reusable system components
within an engineering project. The core task is the eval-
uation of component models to decide about their po-
tential usability within a CPS. To support the prob-

lem of parts exchange in an evolving manufacturing
system, in particular, checking the compatibility of
the old and the new part, SysML models are trans-
lated into OWL ontologies and then compatibility con-
straints are checked through SPARQL queries [32].
SWTs enable flexible comparison among products and
production processes during product ramp-up in or-
der to identify a suitable production process at a target
site, which enables producing a product with the same
quality as at a source site [33]. The design phase of a
BAS requires the comparison of devices and the au-
tomatic evaluation of their interoperability. This is en-
abled by ontology-based device descriptions covering
both hardware and software characteristics [34].

3.2. Operation and Maintenance

The transition from engineering to operation is
marked by the commissioning of the CPS: at the phys-
ical level this includes putting the system in opera-
tion (e.g., transporting and installing a previously engi-
neered production system); at the digital level, the dig-
ital model is, ideally, also passed on to the operation
phase (note: in reality, the digital model is often not
shared with the stakeholders in the operation phase).

During operation (runtime), information is collected
through sensing about the functioning of the CPS
through various sensor streams. For example, in a pro-
duction system, information about the materials used,
the current process, and the positions of the industrial
robots can be recorded. In smart grids, active and re-
active power in the distribution grid is recorded. This
runtime information complements the “static" digital
model created during engineering and results in the
Digital Twin of the CPS, which enables a variety of use
cases that could be supported by semantics.

Monitoring and anomaly detection focuses on
the acquisition and interpretation of dynamic system
data with the goal of the early detection of anomalies
or faults in the system operation. In smart factories,
a constraint- and reasoning-based approach identifies
those production processes where too much material
is used (in comparison to quotas defined at engineer-
ing time) for creating a product [35]. In smart grids,
reasoning on data streams collected from distribution
network field devices (e.g., battery energy storage sys-
tems) helps identifying voltage levels that are defined
as dangerous by operators through a rule management
interface [36] at an Aspern Smart City Research settle-
ment. Smart buildings require detecting and reasoning
about fault propagation in BAS. For example, diagno-
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sis in terms of cause-effect relations in smart buildings
was enabled by extensions to the SSN ontology [37].
In [38], the BAS knowledge is enriched with causal re-
lations between building components and data points
by relying on building information models and causal-
ities automatically derived through a set of rules.

Maintenance and replacement engineering fo-
cuses on finding and replacing faulty components, po-
tentially after an anomaly detection phase. This use
case requires the combined use of dynamic runtime
data (for detecting anomalies) and static engineering
data about the structure of the system (the Digital
Model) and the characteristics of the faulty component
that needs to be replaced. Device exchange in the con-
text of power plants was considered in [39] with a so-
lution based on the AutomationML language.

Adaptation through optimization and reconfig-
uration is the “ability of the CPS to achieve an in-
tended purpose in the face of changing external condi-
tions such as the need to upgrade or otherwise recon-
figure a CPS to meet new conditions, needs, or objec-
tives" [3]. We distinguish different levels of adaptation.
Optimization changes the system behaviour through
control if operation conditions change: if some con-
dition is not fulfilled, then there is an actuation ac-
tion (e.g., reduce temperature). Reconfiguration is a
more advanced notion of adaptation, where the sys-
tem set up itself changes to respond to new goals or
external factors. For example, the runtime flexibility
of production systems in order to produce new prod-
ucts, requires the integration of knowledge about the
production system and the product to enable the use
of advanced techniques such as configurators [40]. In
building automation, the smart control ontology (Col-
ibri) follows a service-centric approach for modeling
data and functionality [41] and enables the generation
of optimization problems. For optimizing end-user en-
ergy consumption, an ontology for smart grid interac-
tions with Building Energy Management Systems was
designed [42].

A use case that spans both the operation and engi-
neering phases of CPS, concerns enabling backflow
from operation experience to improve the engineer-
ing of similar CPS. The goal is to bring back oper-
ation data and analysis results from systems into the
engineering environment in order to improve the engi-
neering of new systems based on experiences with the
performance of already built systems (e.g., frequent
defects and affected devices) [43].

4. Lessons learned from the application of SWTs

4.1. Benefits of Semantic Web technologies

The following SWT capabilities were perceived as
beneficial in the CPS life-cycle:

Formal and flexible semantic modeling refers to
the capability of explicitly capturing a universe of dis-
course. Unlike other (semantic) modeling approaches
(e.g., UML, SysML), Semantic Web knowledge repre-
sentation languages offer unambiguous, formal seman-
tics that enable reasoning. Additionally, the ability to
evolve an ontology on the schema and instance levels
at runtime, provides a high degree of flexibility [44].
This capability is at the basis of all semantic-enabled
use cases, with ontologies having been used to repre-
sent a variety of engineering knowledge [8, 10].

Intelligent, web-scale knowledge integration is
enabled by ontology matching, Linked Data, and
ontology-based data integration techniques. This capa-
bility addresses those use cases where the heterogene-
ity of engineering data requires model and data inte-
gration. In particular, ontology-based data integration
is widely-used to integrate engineering data [22].

Quality assurance of knowledge with querying
and reasoning support data validation and consistency
checking both during CPS engineering (e.g., model
consistency management) and operation (e.g., moni-
toring and fault detection). The formal semantics of
ontologies and links between ontology concepts and
instances (e.g., owl:sameAs) enable quality assurance
tasks such as consistency checking (e.g., by SPARQL
constraints) or data validation (e.g., with SHACL).

Browsing and exploration of distributed data sets
is enabled by Linked Data technologies [28]. This ca-
pability can be used to efficiently browse and explore
both engineering models internal to an organization
and external data sources, such as Web resources of
third-party providers, supporting, e.g., artefact reuse.

4.2. Challenges in using Semantic Web technologies

Some requirements and assumptions of CPS are
fundamentally different from typical Semantic Web
application areas, which focus on the integration of
Web-scale data. This leads to a number of challenges
when using SWTs in CPS engineering and operation.

Lack of knowledge acquisition interfaces that are
easy to use by engineers is a major challenge for
the adoption of SWTs and has only been mitigated
with partial solutions. For example, widespread en-
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gineering tools or modeling languages (e.g., SysML,
SysML4Mechatronics) are used as a “front-end" to ac-
quire engineering models which are then translated
into ontologies. Excel is often used in practice by engi-
neers as knowledge acquisition tool, however, it misses
the means for formal semantics definition. Therefore,
the short-term benefit of using Excel can become a ma-
jor liability as it is hard to check the semantic correct-
ness of the data [45]. Finally, domain-specific knowl-
edge acquisition tools are built, such as SOMM [35].

Weak support for modeling engineering-specific
knowledge structures. Modeling engineering knowl-
edge is characterized by the need to model system
components with their roles, as well as part-of or other
connections between them [46]. While modeling these
structures is not straightforward in ontology engineer-
ing languages (e.g., there is no OWL part-of relation
with formal semantics), ontology design patterns [47]
could offer a solution to translate engineering model-
ing needs into ready-to-reuse modeling solutions.

Lack of support for mathematical calculations,
which are frequently required in engineering-specific
settings relying on processing of numeric data. While
SWTs focus mostly on logics-based knowledge rep-
resentation and do not have a strength in advanced
processing of numeric data, hybrid solutions are often
proposed that combine SWTs with techniques more
suitable to mathematical data processing, such as data
mining, statistical analysis or Relational Constraint
Solvers (RCS) for solving cardinality problems.

The Open World Assumption (OWA) is not a
natural fit to the engineering domain, as tradi-
tional engineering approaches, e.g., databases and
quality assurance methods, rely, in general, on a
Closed World Assumption (CWA). This issue is par-
tially addressed by mechanisms that combine open-
and closed-world reasoning [48] such as expressing
negations in SPARQL 1.1 queries.

Difficulties for the integration of SWTs with ex-
isting enterprise systems are two-fold. First, they
stem from differences between object-oriented meth-
ods in the business environment, which typically rely
on task-specific models, and ontologies that are con-
ceptual domain models. Second, the lack of SWT skills
among engineers hampers the adoption of these tech-
nologies. A solution for enabling software engineers
to develop enterprise systems on the basis of an ontol-
ogy relies on an adjustable transformation from OWL
to Ecore, which allows authoring of and programmatic
access to a reference ontology, through a familiar de-
velopment environment (e.g., Eclipse) [44].

5. Looking forward: future research trends

To conclude, we discuss selected emerging trends in
CPS that will require substantial, long-term research.

Cross-domain applications require solving seman-
tic challenges in CPS spanning several domains, for
example, a Smart Factory occupying a Smart Build-
ing supplied by the Smart Grid; or an e-Car charg-
ing scenario, where product information (of the e-Car),
building energy management system, and smart grid
information are equally important. For such scenar-
ios, it will be necessary to dynamically discover avail-
able sensors, to access, interpret and integrate their
data. FIWARE5 and Web of Things (WoT)6 are notable
emerging efforts towards large-scale, semantic sensor
discovery and integration. Common to these efforts is
a predominant focus on using light-weight ontologies
(e.g., taxonomies) and knowledge graphs as opposed
to logically-complex (heavy-weight) models.

Ontological foundations of CPS. The realisation
of cross-domain applications will require a meaning-
ful harmonization of CPS viewpoints and terminology
across domains. Future research should focus on es-
tablishing such a shared conceptual framework across
CPS domains and creating a corresponding ontologi-
cal viewpoint of CSP that can act as a basis for cross-
domain research.

Cyber-Physical Social Systems (CPSS) consist not
only of software and raw sensing/actuating hardware,
but are fundamentally grounded in the behaviour of
human actors involved in the system [49, 50]. A fun-
damental change in CPSS is that data is both received
from (e.g., from mobiles, social networks, medical
sensors) and distributed to human actors. This opens
up challenges related to: (1) integrating data about
the social component of the system from a variety of
sources (e.g., social networks, mobile operators, wear-
ables) both during the design and operation of the sys-
tem; and, therefore, (2) data privacy, such as privacy-
aware data integration and presentation, e.g., based on
explicit, semantically represented usage policies [51].

Explainable CPS. CPS increasingly enable com-
plex infrastructures, and, often directly interfere with
every-day activities of a large user base (e.g., as in
the case of smart energy grids). It becomes there-
fore important that these systems can provide (on de-
mand) comprehensible explanations of the reasons for
their status/behavior to a range of stakeholders includ-

5FIWARE: https://www.fiware.org/
6Web of Things: https://www.w3.org/WoT/

https://www.fiware.org/
https://www.w3.org/WoT/
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ing end-customers and infrastructure operators (e.g.,
through a relevant chain of causation events). Among
others, explainable CPS will require novel functional-
ities for detecting, representing, and reasoning about
events within and outside the boundaries of the sys-
tem – a knowledge intensive task which can benefit
from SWTs (e.g., knowledge representation, prove-
nance tracking, data integration).
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P. Groth, N. Noy, K. Janowicz and C. Goble, eds, Springer,
2014, pp. 308–323. doi:10.1007/978-3-319-11915-1_20.

[38] H. Dibowski, O. Holub and J. Rojicek, Knowledge-Based Fault
Propagation in Building Automation Systems, in: Int. Conf. on
Systems Informatics, Modelling and Simulation, IEEE, 2016,
pp. 124–132. doi:10.1109/SIMS.2016.22.

[39] M. Göring, Description language for the modelling and analy-
sis of temporal change of instrumentation and control system
structures, PhD Thesis, Institut für Automatisierungstechnik,
2013, pp. 1–199.

[40] D. Dhungana, A. Falkner, A. Haselbock and R. Taupe, En-
abling Integrated Product and Factory Configuration in Smart
Production Ecosystems, in: Proc. Euromicro Conf. on Software
Engineering and Advanced Applications, IEEE, 2017, pp. 266–
273. doi:10.1109/SEAA.2017.26.

[41] D. Schachinger and W. Kastner, Ontology-based genera-
tion of optimization problems for building energy man-
agement, in: Proc. Int. Conf. on Emerging Technolo-
gies and Factory Automation, IEEE, 2017, pp. 1–8.
doi:10.1109/ETFA.2017.8247565.

[42] D. Schachinger, W. Kastner and S. Gaida, Ontology-based ab-
straction layer for smart grid interaction in building energy
management systems, in: IEEE Int. Energy Conf., IEEE, 2016,
pp. 1–6. doi:10.1109/ENERGYCON.2016.7513991.

[43] A. Mazak, A. Lüder, S. Wolny, M. Wimmer, D. Winkler,
K. Kirchheim, R. Rosendahl, H. Bayanifar and S. Biffl, Model-
based generation of run-time data collection systems exploiting
AutomationML, at - Automatisierungstechnik 66(10) (2018),
819–833. doi:10.1515/auto-2018-0022.

[44] D. Oberle, Ontologies and Reasoning in Enterprise Ser-
vice Ecosystems, Informatik-Spektrum 37(4) (2014), 318–328.
doi:10.1007/s00287-014-0785-5.

[45] S. Biffl, L. Kathrein, A. Lüder, K. Meixner, M. Sabou,
L. Waltersdorfer and D. Winkler, Software Engineering
Risks from Technical Debt in the Representation of Prod-
uct/ion Knowledge, in: Proc. Int. Conf. on Software En-
gineering and Knowledge Engineering, 2019, pp. 693–700.
doi:10.18293/SEKE2019-037.

[46] C. Legat, C. Seitz, S. Lamparter and S. Feldmann, Semantics to
the Shop Floor: Towards Ontology Modularization and Reuse
in the Automation Domain, 19th IFAC World Congress (2014),
3444–3449. doi:10.3182/20140824-6-ZA-1003.02512.

[47] P. Hitzler, A. Gangemi, K. Janowicz, A.A. Krisnadhi and
V. Presutti, Ontology Engineering with Ontology Design Pat-
terns: Foundations and Applications, IOS Press, 2016.

[48] J.Z. Pan, "Closing" some doors for the open semantic web, in:
Proc. Int. Conf. on Web Intelligence, Mining and Semantics,
ACM Press, 2012, p. 1. doi:10.1145/2254129.2254134.

[49] C.G. Cassandras, Smart Cities as Cyber-Physical So-
cial Systems, Engineering 2(2) (2016), 156–158.
doi:10.1016/J.ENG.2016.02.012.

[50] G. Xiong, F. Zhu, X. Liu, X. Dong, W. Huang, S. Chen
and K. Zhao, Cyber-physical-social system in intelligent
transportation, IEEE/CAA Journal of Automatica Sinica 2(3)
(2015), 320–333. doi:10.1109/JAS.2015.7152667.

[51] J. D. Fernández, F. J. Ekaputra, P. Ruswono Aryan, A. Az-
zam and E. Kiesling, Privacy-aware Linked Widgets, in: Com-
panion Proc. of the World Wide Web Conf., ACM Press, 2019,
pp. 508–514. doi:10.1145/3308560.3317591.


	Introduction
	CPS in mission-critical domains
	Production Systems (Industry4.0)
	Energy Systems (Smart Grids)
	Building Management (Smart Buildings)

	Where can Semantic Web technologies help?
	Engineering
	Operation and Maintenance

	Lessons learned from the application of SWTs
	Benefits of Semantic Web technologies
	Challenges in using Semantic Web technologies

	Looking forward: future research trends
	References

